
Report to: Audit and Governance Committee, 18th March 2020

Report of: Head of Internal Audit Shared Service, Worcestershire Internal Audit 
Shared Service

Subject:   INTERNAL AUDIT PROGRESS REPORT TO 31st JANUARY 2020

1. Recommendation

1.1 That the Committee note the report.

2. Background

2.1 To provide an update on Internal Audit’s progress towards meeting its objectives as 
set out in the audit plan for 2019/2020 as approved by the Audit Committee on 20th 
March 2019.  

2.2 The Council is required under Regulation 6 of the Accounts and Audit Regulations 
2018 to “maintain in accordance with proper practices an adequate and effective 
system of internal audit of its accounting records and of its system of internal 
control”.

3.  Summary of Activity:

3.1 2019/20 Internal Audit Plan.

3.2 Progress continues to be made in regard to the 2019/20 plan with the following 
audits: 

3.3 finalised since the last committee:
 Debtors
 Treasury Management
 Main Ledger
 Creditors 
 ICT
 Procurement

3.4 awaiting management response or clearance
 NNDR

3.5 and, on-going as at the 31st January 2020 and progressing through the testing 
stage:

 Council Tax
 Benefits
 Refuse and Recycling
 Payroll
 Technology-Forge 



3.6 Confirmation of the level of assurance and summary details of the outturns in each 
case will be provided for committee perusal when they have been finalised.

3.7 A rolling testing programme on Debtors and Creditors ran from Q1 to Q3 inclusive 
and are reported in this report.

3.8 An additional piece of work was commissioned by the Internal Audit Committee 
concerning lessons learnt in regard to the Sansome Walk Swimming Pool project.  
This was finalised and reported separately at the September Committee but 
impacted on the plan as a whole.

3.9 2019/20 Internal Audit Plan.

3.10 Reports completed since the 18th December 2019 Committee in regard to 
the 2019-20 Internal Audit Plan.

Debtors
3.11 The review covered the period from 1st April 2019 to 31st December 2019 with 

testing undertaken to ensure that: 
 Invoices were raised for items that are reasonable for the council to charge for
 Invoice clearly states the name and contact details in case of query 
 Invoices clearly stated the Debtors name and reference, goods/services 

supplied, charge and VAT amounts 
 The charges applied are in accordance with the Council’s scale of fees and 

charges

3.12 All debts written off in the period were tested to ensure that correct authorisation 
had been given.

3.13 90 debtor transactions where selected across this period.  The sample was bias to 
ensure that items over £100,000 were included in the sample.  The reminder of the 
sample was selected via a random number generator. 

3.14 15 Aged Debtors were selected randomly across the period and tested to ensure that 
the debts had been chased in line with the Council’s debt management Policy
 

3.15 An opinion of full assurance was provided in this area because there is a generally 
sound system of internal control with controls working as expected.

3.16 There were no recommendations reported. 

Type of Audit:   Light Touch review
Report issued:   26th February 2020
Assurance:       Full

Treasury Management
3.17 All transactions from 1st April 2019 to 31st December 2019 were tested to ensure 

that:
 The investments could be traced out and back into the Council’s bank account 

or were included on the statement of investments at the end of quarter 3.
 Investments were made in line with the Treasury Management Policy/Strategy



3.18 An opinion of full assurance was provided in this area because there is a generally 
sound system of internal control with controls working as expected.

3.19 There were no recommendations reported. 

Type of Audit:   Light Touch review
Report issued:   26th February 2020
Assurance:       Full

Main Ledger
3.20 The review covered the period from April 2019 to October 2019 with testing 

undertaken to ensure that:
 Suspense Accounts – are being monitored and cleared on a regular basis and 

in a timely manner;
 Reconciliations – are undertaken regularly, up to date and any differences 

have been identified. (Bank, Debtors Creditors, VAT, Purchase card and Payroll 
reconciliations were included within this review. Revenues and Benefits 
reconciliations were covered in their own 2018/19 audits and any issues 
reported separately); 

 Journals – are prepared and approved by separate officers and the reason for 
them being raised is considered appropriate.

3.21 An opinion of significant assurance was provided in this area because there is a 
generally sound system of internal control in place but testing identified an isolated 
low risk weakness in the manual filing of journals, where the journals within the file 
do not always correspond to the manually completed journal index. It was 
recommended that this process is reviewed to ensure that all manually authorised 
journals are filed in a timely manner and in the correct place.

3.22 The testing also identified a regular unidentified receipt being posted to the suspense 
account each week.  The value is not material and both Systems and finance are 
aware of this and are working on identifying what the receipt relates to in order to 
clear the suspense account. 

3.23 There was one low risk recommendation reported. 

Type of Audit:   Light Touch review
Report issued:   26th February 2020
Assurance:       Significant

Creditors 
3.24 The reviewed covered the period from 1st April 2019 to 31st December 2019 with 

testing undertaken to ensure that:
 Invoices were addressed to the Council
 The goods/services were in line with that expected for use by the Council
 The Purchase Order has been raised prior to the supply of the goods/services
 The payment has been made within 30 days of the Tax Point
 There was segregation of duties between the officer raising and authorising 

the order
 Authorisation levels had been adhered to
 Where applicable the VAT number is valid

 



3.25 90 creditors’ transactions were selected across the period.  The sample was biased 
to ensure that items over £100,000 were included, and the remainder were 
randomly selected using a random number generator.  

3.26 There were some instances of purchase orders being raised after the invoice date 
but these were generally in areas such as the depot where the risk to the council is 
maintaining the vehicles in order to keep the service running. 

3.27 An opinion of significant assurance was provided in this area because there is a 
generally sound system of internal control in place but testing identified an isolated 
low risk weakness in the inconsistent application of controls around the raising of 
purchase orders prior to the supply/invoice date.

3.28 There were no recommendations reported. 

Type of Audit:   Light Touch review
Report issued:   26th February 2020
Assurance:       Significant

ICT
3.29 The review found the following areas of the system were working well:

 Procedures in place for managing user access to the networks, and network 
security controls.

 Actions taken to manage change control activities in relation to monitoring 
actions taken, and assessing the associated risks.

 Procedures in place for monitoring and addressing network vulnerabilities on 
an ongoing basis.

 Actions taken by the ICT team to review the ongoing ICT needs of the partner 
organisations.

3.30 The review found the following areas of the system where controls could be 
strengthened:

 Business Continuity Testing
 Council Asset Inventories
 Change Control

3.31 There were 2 ‘medium’ and 1 ‘low’ priority recommendation reported. 

Type of Audit:   Full System
Report issued:   6th December 2019
Assurance:       Significant

Procurement
3.32 The review found the following areas of the system were working well:

 Training and support 
 That there is a procurement policy and procedure available to staff

3.33 The review found the following areas of the system where controls could be 
strengthened:

 Compliance
 Procurement undertaken prior to a Service being brought back in house
 Audit Trail (Unique ID)



3.34 There were 2 ‘medium’ and 1 ‘low’ priority recommendations reported. 

    Type of Audit:  Full System
Report issued: 27th January 2020
Assurance:  Moderate

3.35 A summary table is provided below of the finalised audits:

4. National Fraud Initiative (NFI)

4.1 The 2018/19 NFI upload of data took place during October 2018.  Various data sets 
were required, for example, Payroll, Creditors, along with a host of others provided 
by Worcestershire Regulatory Services and Civica. WIASS can confirm that all the 
required data sets have been uploaded for Worcester City Council.  A further data 
upload was completed commencing December 2019 in regards to the single person 
discount and electoral registration. WIASS continues to play a supporting role for all 
the Partners in regard to this exercise. The next upload will take place commencing 
December 2020.

5. Follow-Up Audits

5.1 Where appropriate follow-up audit work has been undertaken the results of which 
are compiled on an on-going basis and provided in summary form for information at 
Appendix 3 and 4.  Any material exceptions arising from audit ‘follow up’ are 
reported to Audit Committee. There are no exceptions to report at this time.

6. Risk Management

6.1 Embedding the revised risk process continues and Committee will be appraised of 
the key risk areas on a regular basis.  The Pentana system continues to be 
developed and is used to capture and report on risk.  Regular reporting has been 
established in regards to risk information with updates being brought before this 
Committee.

7. Quality Assurance Improvement Plan

7.1 WIASS delivers the audit programme in conformance with the Public Sector Internal 
Audit Standards as published by the Institute of Internal Auditors. Further 
improvement has been identified through the self assessment process which was 
carried out in April 2019 and a quality assurance improvement plan (QAIP) has been 
formulated and is reported at Appendix 5.

2019/20 Assurance
Debtors Full
Treasury Management Full
Main Ledger Significant
Creditors Significant
ICT Significant
Procurement Moderate



8. Appendices

8.1 Appendix 1 shows the progress that has been made since 1st April 2019 to the 31st 
January 2020 towards delivering the Internal Audit Plan set for the year.  As at 31st 
January 2020 a total of 260 days had been delivered against a forecasted target of 
317 days for 2019/20.

8.2 Appendix 2 shows the performance indicators for the service.  These indicators were 
agreed by Audit Committee on the 20th March 2019.

8.3 Appendix 3 shows the ‘high’ and ‘medium’ priority recommendations which have 
been reported for finalised reviews and the planned follow date.

8.4 Appendix 4 provides the Committee with audit report ‘Follow Up’ actions that have 
been undertaken to monitor audit recommendation implementation progress by 
management.

8.5 Appendix 5 provides the Committee with an update in regard to the Quality 
Assessment Improvement Plan.

Ward(s): N/A
Contact Officer: Andy Bromage Tel: 01905 722051  

Email: andy.bromage@worcester.gov.uk
Background Papers: None



APPENDIX 1

Delivery against Internal Audit Plan for 2019/20
as at 31st January 2020

Audit Area Original
2019/20 Plan Days Forecasted days to 

the 31/03/20
AUDIT DAYS USED 

TO 31/01/20

Core Financial Systems
(See note 1) 108 108 80

Corporate Audits (See note 3) 21 33 32
Other Systems Audits 
(See note 2) 121 106 91

Sub Total 250 247 203

Audit Management Meetings 30 30 28
Corporate Meetings / 
Reading 20 20 20

Annual Plans, Reports and 
Audit Committee support 20 20 9

Other chargeable (See note 3) 0

 Sub Total 70 70 57

 Total 320 317 260

Audit days used are rounded to the nearest whole.

Note 1:      This figure includes Quality Assurance monitoring work and the Revenues and Benefits Shared 
Service audit work undertaken. A number of the ‘Core Financial Systems’ are reviewed on a rolling basis 
through Q1 to Q3 inclusive the results of which are reported in Q4.

Note 2:   A number of the budgets in this section are ‘on demand’ (e.g. consultancy, investigations) so 
the requirements can fluctuate throughout the quarters.  Over the last two quarters there has been a significant 
demand in regard to investigatory days for stage 2 complaints and other work. As a result there is an 
‘overspend’ of the original budget resulting in a requirement to apply a variation to the original plan. 

Note 3:        An additional piece of work requested by Internal Audit Committee (i.e. Sansome Walk). To 
compensate this has also resulted in a requirement to apply a variation to the original plan.   The plan variation 
requirements have been agreed on a risk based approached by the s151 Officer.
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APPENDIX 2

Performance against Key Performance Indicators 2019-2020
The success or otherwise of the Internal Audit Shared Service will be measured against 
some of the following key performance indicators for 2019/20. Other key performance 
indicators link to overall governance requirements of Worcester City Council e.g. KPI 4, 5 
and 6.  The 2019/20 position will be populated on a cumulative basis throughout the year.

WIASS delivers the internal audit programme in conformance with the public sector internal audit 
standards which provide the professional practice for internal auditing.

* Productivity remains below target due to a number of days used for training and sickness. Since last reporting 
(December 2019) productivity has increased by 4%.

KPI Trend/Target 
requirement

2019/20 
Position (as at 

31st January 2020)

Frequency of 
Reporting

Operational
1 No. of audits 

achieved during the 
year 

Per target Target = 12 
(minimum)

Delivered = 9  
plus 1 at draft 
report stage

When Audit Committee 
convene

2 Percentage of Plan 
delivered

>90% of agreed 
annual plan

81% When Audit Committee 
convene

3 Service productivity Positive direction 
year on year 

(Annual target 
74%)

65%* When Audit Committee 
convene

Monitoring & Governance
4 No. of ‘high’ priority 

recommendations 
Downward
(minimal)

1 When Audit Committee 
convene

5 No. of moderate or 
below assurances

Downward
(minimal)

2 When Audit Committee 
convene

6 ‘Follow Up’ results Management action 
plan 

implementation 
date exceeded

(nil)

Nil to report to 
date

When Audit Committee 
convene

Customer Satisfaction
7 No. of customers 

who assess the 
service as ‘excellent’

Upward
(increasing)

1

(2 issued)

When Audit Committee 
convene



APPENDIX 3
‘HIGH’ AND ‘MEDIUM’ PRIORITY RECOMMENDATIONS 2019/20

Ref. Priority Finding Risk Recommendation Management Response and 
Action Plan

Audit: ICT
Overview:  Full System
Assurance:  Significant
1 Medium Business Continuity Testing 

There is a need to perform a 
business continuity/ data recovery 
exercise to cover all networked 
servers, including arrangements 
with Civica, now that the back-up 
arrangements have been 
established at the Malvern Hills 
District Council office. 

There is also the need to consider 
the future roll-out of Office 365, and 
the respective arrangements for 
restoring systems and files held on 
cloud storage.

Failure to regularly check 
the suitability of business 
continuity arrangements, 
potentially resulting in an 
inability to meet Service 
demands, resulting in 
reputational damage for the 
ICT Service and potentially 
the Council’s.

To consider performing a test of 
business continuity arrangements, 
covering all systems and networked 
servers, to ensure that the 
arrangements are fit for purpose, and 
back-ups have retained integrity.

To consider incorporating future 
developments with Office 365 into the 
business continuity exercises.

Management Response:

A series of tests of the business 
continuity arrangements will be carried 
out.  The first test will be carried out by 
30/4/2020.  A further test will be 
carried out by 31/7/2020 to ensure that 
the move to Office 365 has not 
impacted the business continuity 
arrangements.

Responsible Officer:
ICT Service Manager

Implementation Date:
Test 1 by 30/4/2020 
Test 2 by 31/7/2020

Follow up due to take place in May and 
August 2020.

2 Medium Council Asset Inventories

A large number of entries on the 
computer asset inventory are not 
sufficiently detailed to enable the 
easy identification of the assets’ 
location.

There have not been any recent 

Inability to locate assets, 
increasing the risk of 
unauthorised access to the 
network using devices no 
longer under the control of 
the ICT team, resulting in 

Entries on the asset register should be 
reviewed to ensure the information is 
complete and accurate, and can be 
used to identify the location of all 
assets.

Management Response:

The SysAid inventory has a number of 
limitations particularly around 
automated asset management tasks 
and reporting.  Alternative solutions to 
enhance the reliability of the asset 
inventory are being considered.  In 



Ref. Priority Finding Risk Recommendation Management Response and 
Action Plan

comprehensive reviews of the 
SysAid inventory entries to ensure 
the accuracy of information, and 
ensure there is no missing 
equipment.

reputational damage. To consider performing periodic 
reviews of the asset inventory to 
ensure all equipment can be accounted 
for. Missing equipment should be 
investigated, and disabled from 
accessing the network until they can 
be found.

Consideration should be given on the 
suitability of the system being used to 
monitor assets, and whether it is fit for 
purpose.

addition the replacement of Sunray 
equipment is providing us with an 
opportunity to improve the accuracy of 
both the software and hardware 
inventories. 

Responsible Officer:
ICT Service Manager

Implementation Date:
30/4/2020

Follow up due to take place in May 2020

Audit: Procurement
Overview:  Full System
Assurance:  Moderate
1 Medium Compliance 

Testing of a random sample of 
fifteen different transactions from 
the contracts register and  five 
transactions from the e-financial 
system found that: - 

1.) Three out of fifteen contracts 
tested on the contracts register 
could not be located. After further 
investigation it was found that there 
should also be an exemption in 
place for these procurement 
projects; however exemptions are 
not yet in place presenting a risk.
2.) Whilst there are good controls in 
place from a corporate perspective 
in relation to procurement, for 
procurement exercises not 
conducted through the Proactis 
(Due North) system service areas 

If the procurement code is 
not being adhered to 
without justification then 
the authority is at risk of 
running a non-compliant 
procurement exercise which 
is likely to lead towards 
challenge and potential 
damage to reputation of the 
authority.

To review the current procurement 
code to ensure it is fit for purpose and 
fits the needs of the council.

To review the use of the Proactis (Due 
North) system and determine if all 
procurement exercises should be 
carried out through the system to 
ensure there is   a clear audit trail and 
have the assurance that all 
documentation will be retained in case 
of challenge.  

If the decision is taken to only use the 
Proactis (Due North) system for 
certain procurement exercises then 
officers undertaking procurement 
should be made aware of the 
requirement to retain all 
documentation in line with the 

Responsible Manager: Deputy 
Director (Governance) Legal and 
Democratic Services and South 
Worcestershire Procurement Manager

Implementation date: 31 March 2020

The procurement code states that any 
high level contracts above £50k must be 
advertised via the portal. For most 
lower level value contracts the portal is 
also used. As the system provides a full 
audit trail this should reduce these 
occurrences in the future.

A review of the procurement code will 
be undertaken and any changes 
required will be cascaded to staff.



Ref. Priority Finding Risk Recommendation Management Response and 
Action Plan

are not always holding all relevant 
documentation within the service 
areas or archiving effectively.

Councils Document Retention Policy 
and Procurement rules. 

Follow Up due to take place during April 
2020

2 Medium Procurement undertaken prior 
to a Service being brought back 
in house 

A review of procurement undertaken 
prior to a service being brought 
back in house for the Museum and 
Art Gallery found that:

1) No evidence was available 
showing a demonstration for best 
value on Procurement Exercises for 
tested suppliers at the Museum and 
Art Gallery.
2) Worcester City Council was 
unable to bring across historical 
financial information from 
Worcestershire County Council due 
to the use of a different financial 
system and lost access to the 
system due to moving authority.

If information is not being 
obtained when services are 
transferred back in house 
then there is risk to the 
reputation of the authority 
and there also could be 
challenge for carrying out 
non-compliant procurement 
exercises. 

As part of the transfer the current 
controls in place should be reviewed 
when a service is brought back in 
house to ensure that all necessary 
access will be available to all relevant 
documentation in relation to 
Procurement. A review of all contracts 
held should take place as near to the 
date of transfer as possible.

Responsible Manager:
Head of Finance

Implementation date: 31 March 2020

It is rare that this happens and although 
historic data was requested, it was not 
possible to make it  available. Since the 
transfer the service has continued as it 
did previously and raises Requisition 
forms for any purchases made which 
include a section that demonstrates best 
value.

This will be raised at CLT so that should 
services be brought back in house in the 
future that this information is 
consistently requested as part of the 
transfer information provided.

Follow Up due to take place during April 
2020

end



APPENDIX 4
Audit Report Follow Up Programme.

Audit Year

Date 
Final 
Audit 

Report 
Issued

Service 
Area Assurance

Number of High, Medium and 
Low priority 

Recommendations FOLLOW UP
1st 2nd 3rd

      

High and Medium 
Priorities 6mths after 
final report issued as 
long as 
implementation date 
has passed

High and Medium 
Priorities still 
outstanding 
3mths after 
previous follow 
up as long as 
implementation 
date has passed

2018/19
General Data 
Protection 
Regulations

2018/19 14th 
January 
2019

Legal Follow Up 
Review 

Reported 1 ‘high’, 3 ‘medium’ 
priorities in Privacy Impact 
Assessments, Consent, GDPR 
Training and Information Audits.

Follow up September 
2019. ‘High’ priority 
satisfied and progress 
being made on the other 
areas. Due to the nature 
no further follow up 
required.

Payroll 2018/19 3rd May 
2019

Finance Moderate Reported 2 ‘high’ and 2 ‘moderate’ 
findings in Calculation of employer 
pension contributions, Emerging risk 
of data input to system, claiming of 
expenses and Review of access 
rights. Follow up in 6 months

To be followed up as part 
of the planned Payroll 
audit currently taking 
place in Q4. 

Front Line 
Housing

2018/19 5th 
September 
2019

Housing Limited Reported 2 'high' and 2 'medium' 
priority recommendations in Access 
to System, Jigsaw System Customer 
Risk Assessments, Temporary 
Accommodation Customer Data and 
Documents and Resilience.  A follow 
up will take place in 3 months time.

Rescheduled for March 
2020

Welfare 
Assistance

2018/19 13th June 
2019

Housing Significant Reported 2 medium priorities in The 
authorisation of awards relating to 
the scheme.  A follow up will take 
place in 6 months.

Rescheduled for March 
2020



Audit Year

Date 
Final 
Audit 

Report 
Issued

Service 
Area Assurance

Number of High, Medium and 
Low priority 

Recommendations FOLLOW UP
1st 2nd 3rd

2019/20
Art Gallery & 
Museum

2019/20 20th 
September 
2019

Economic Env. Moderate Reported 1 'high' and 2 'medium' 
priority recommendations in Payment 
Card Standards Training, Security 
and Café Contracts.  A follow up 
will take place in 6 month.

Mar-20

Health & Safety 2019/20 15th 
November 
209

Cleaner & 
Greener

 Follow up Audit of the 2018/19.  
The follow up found that the two high 
priority and the two medium priority 
recommendations had been partially 
implemented but the direction of 
travel is very positive.  Further 
follow up will be completed in 3 
months.

Follow up review has 
been completed with 
outcomes reported 
before Audit 
Committee December 
2019.

Further follow up Feb 
2020

ICT 2019/20 6th 
December 
2019

Shared 
Service

Significant Reported 2 medium priority 
recommendations in Business 
Continuity Testing and Council Asset 
Inventories.  A follow up will take 
place in 6 months. 

Jun-20

Procurement 2019/20 27th 
January 
2020

Finance Moderate Reported 2 medium priority 
recommendations in Compliance and 
Procurement undertaken prior to a 
Service being brought back in house.  
A follow up is due in 3 months.

Apr-20

Debtors 2019/20 26th 
February 
2020

Finance Full Full assurance given.  No follow up 
required

Main Ledger 2019/20 26th 
February 
2020

Finance Significant Low risk recommendation. No follow 
up required

Treasury 
Management 

2019/20 26th 
February 
2020

Finance Full Full assurance given.  No follow up 
required

end



Conclusion:

There are no exceptions to report.

IA considers, overall, progress is being made by the respective managers and services with regard to the 
implementation of their action plans against reported Internal Audit recommendations. Although there are a 
couple of audits whereby work continues it is considered that there are legitimate reasons why this is the 
case (for example continuing development, or proposed system changes) or, non material risk items. Core 
financial and ICT audits are followed up as part of the annual audits. 



Appendix 5

Quality Assurance Improvement Plan (QAIP) for 2019/20.

Actions for points 1, 2 & 5 reported as completed before 20th September 2019.  Further progress has been made in regard to point 3 
below and monitoring remains in place for point 4 as indicated below.

Action 
No.

Area to be 
actioned Outcome required Action 

To be 
undertaken 
by: 

Date to be 
completed Completed Further Action 

Required

3 2240 - 
Approving 
Work prior to 
starting

Develop a process 
where by we can QA 
the testing 
programme prior to 
testing being 
undertaken, and to 
ensure that a formal 
sign off has taken 
place by either Head 
of Internal Audit or 
Team Leader

Engage with staff via 
Team Meetings to 
agree a process and 
to adjust the 
methodology to 
reflect the initial sign 
off prior to the 
testing commencing.

Audit Team 
Leader

Dec-19 Ongoing.
Included in 
July Team 
Meeting.  

Feedback collated 
during August/ 
September with live 
running October 
2019 onwards.  
Monitoring being 
undertaken to 
ensure fully 
embedded. 

January Update:
Live running 
commenced.  
Monitoring 
continuing. 

4 2420 - Timely 
Completion of 
Stages

To make 
improvements in line 
with completing all 
stages of audits in a 
timely manner.

Stage monitoring will 
be picked up via 1-2-
1's and the report 
monitoring will be 
picked up with the 
Audit Tracker 
"Response" tab (and 
discussed in 1-2-1's).

Audit Team 
Leader

Immediate 
implementati
on with 
ongoing 
monitoring 
throughout 
the year

First phase 
implementati
on 
completed 
but remains 
ongoing. 

Continue to monitor 
to 31st March 2020 
to ensure fully 
embedded.

January Update:
Monitoring 
continuing.




